TONG CUC HAI QUAN CONG HOA XA HQI CHU NGHIA VIET NAM

CUC CNTT VA THONG KE Djc lip — Tw do — Hanh phiic
HAI QUAN
Sé6: ¥E€ /CNTT-QLDA Ha Néi, ngay 04 thang @) ndm 2024

V/v cung cép bdo gia
KANR UL oo seee s

Hién nay, Cuc CNTT va Thong ké Hai quan dang chuin bi dé thyc hién
nhiém vy “Mua sam b sung va thay thé thiét b mang tai Toa nha tru s& Tong
cuc hai quan ”

Cuc C(")ng nghé théng tin va Thong ké hai quan d& nghi Quy cong ty gui
01 bao gia t6i Cuc Cong nghé thong tin va Théng ké hai quan, ndi dung cung
cap cu thé nhu sau:

- Béo gia cho ndi dung néu trén véi dy du céc loai chi phi can thiét chi
tiét theo yéu cdu k§ thuét tai Phu luc kém theo;

- Béo gia do ngudi dai dién c6 thdm quyén ciia Cong ty ky tén déng diu,
ghi rd ngay bao gié va hiéu lyc cta bao gia.

- Hiéu lyc béo gia: Téi thiéu 06 thang ké tir ngdy bio gia.

- D& nghij don vi chao riéng chi phi thiét bi va chi phi trién khai.

Béo gia cia Quy cong ty gui vé Cuc Cong ngh¢ thong tin va Théng ké hai

quan (Téng 5, Toa nha Téng cuc Hai quan, s6 9 Duong Dinh Nghé, phuong Yén
Hoa, quan Cau Gidy, Ha N6i) chim nhit ngay ¢ /02/2024.

R4t mong nhan dugc su phéi hop cia Quy Céng tyfﬂ
e

Noi nhin: KT. CUC TRUONG
- Nhur trén; ] _PHO_ CUC TRUONG
- Cong TTDT B6 Tai chinh (dé dang tin) N\

- Phong QL CTTDTHQ (dé dang tin);

-Luu: VT, QLDA. /
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Phii lue
YEU/CAUKY THUAT
(Kém theo cong viin s6-86/CNTT-QLDA ngay 01/02/2024 ciia
Cuc CNTT va ff}é'hg ké Hai quan)

1.  Yéu ciu k§ thuét t6i thiéu ciia thiét bj va s6 lwong thiét bi diu tu:
R By JES NI R o8 oo Rl Pon vi S6

Stt Yéu cau ky thuit toi thieu doi voi thiet bi tinh lrong
1 | Thiét bi chuyén mach Core Switch Thiét bj 01

Form factor;

Rackmount, modular switch

Linecard slot: 8 i/o slots

Interface:

Téi thiéu 44 ports 10GE slots, kém 40 module 10GE SR SFP+ vi 04 module
10GE LR SFP+

Téi thiéu 4 port 1GE Ethernet Module (fiber) slots kém theo 4 module 1GE
SFP

Cdng uplink: 2 cdng 40 GE QSFP slots

Performance:

- Memory: 32GB RAM

- Flash/SSD: 50GB

- Bandwidth hodc System Throughput: up to 48 Tbps

- Throughput (hodc Forwarding rate hodc Forwarding capacity): up to 16 Bpps

- MAC Address: up to 750.000

- VLAN ID ho#ic VLANSs: 4000

Protocol:

- VLAN

- IEEE 802.1D - Spanning Tree Protocol (STP), IEEE 802.1w - Rapid
Spanning Tree Protocol (RSTP), IEEE 802.1s - Multiple Spanning Tree
Protocol (MSTP)

- IEEE 802.3ad Link Aggregation Control Protocol (LACP)

- Layer 3: RIP, OSPF, BGP

- Authentications: TACACS+ and RADIUS

- Rollback 10 files configuration

Management:
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- CLI: Telnet/SSH

- SNMP :

- Trivial File Transfer Protocol (TFTP) hoic FTP
- Network Timing Protocol (NTP)

Power supply:

- 06 nguén AC

- Input: 220-240V

Biio hanh thiét bi: 3 nam (theo tiéu chuin cia nha sn xuét), bao hanh tai dia
diém 18p dat

Thiét bi chuyén mach ving Distribute Switch Thiét bj 20

Form factor: Rackmount

Interface:

- 12 ports 1GE Small Form Factor Port (SFP) slots

- 08 module 1000 base-SX SFP

- Tbi thiéu 4 Port 10Gbps (SFP+) slots kém theo t6i thiéu 02 module 10GE SR
SFP+

- Téi thiéu kém 1 day Cable dai téi thiéu 0.5m dé két ndi Chassis

Performance:

- Switching capacity/Switching Bandwidth: 208 Gbps

- Throughput (hodc Forwarding Rate): 154 Mpps

- Memory: 3GB DRAM

- Flash/SSD/Storage: 4GB MB

- Maximum MAC addresses per system: 32.000

- Number of VLANSs hoiic VLAN IDs: 4093

Unicast routers: 32.000 routes

Protocol:

Layer 2: VLAN, Private VLAN

- IEEE 802.1D - Spanning Tree Protocol (STP), IEEE 802.1w - Rapid
Spanning Tree Protocol (RSTP), IEEE 802.1s - Multiple Spanning Tree
Protocol (MSTP)

- IEEE 802.3ad Link Aggregation Control Protocol (LACP)

- 802.1q, VTP hoiic MVRP, 802.1x, QoS

Layer 3 routing protocols: RIP, Static routing, OSPF, upgradeable to full
dynamic IP routing
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- Rollback 14 files configuration
Management:

- Management: CLI, SSH, Telnet, Trivial File Transfer Protocol (TFTP) hodc
FTP, SNMP

- TACACS+ and RADIUS authentication

Software: Latest software version supported

Power supply: Input 220V-240V

Bao hanh thiét bi: 3 nam (theo tiéu chuén ciia nha san xu4t), bao hanh tai dia
diém 18p dat

Thiét bi chuyén mach Access Switch Thiét bi 55

Form factor: Rackmount

Interface:

- 48 céng 10/100/1000Mbps

- 4 ports 1GE Small Form Factor Port (SFP) uplink slots

- 02 module 1000 base-SX SFP

- Cho phép ghép Stack/Virtual Chassis

Performance:

- Switching Capacity/Switching Bandwidth: 176 Gbps

- Throughput (hodc Forwarding Rate): 130 Mpps

- Memory: 2 GB DRAM

- Flash: 2 GB

- Number of VLANSs ho#ic VLAN IDs: 4.093

- MAC addresses: 16.000

Protocol:

- Network protocol: IPv4, IPv6

Layer 2 Protocols: VLAN, Private VLAN, 802.1q, 802.1d, 802.1s, VTP hoic
MVRP, 802.1w, 802.1x, IEEE 802.3ad Link Aggregation Control Protocol
(LACP).

- Layer 3: Static, RIP

- CoS prioritization (IEEE 802.1p)

- Management: CLI, SSH, SNMP

Management:

- Management: CLI, SSH, Telnet, Trivial File Transfer Protocol (TFTP) hoic
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FTP, SNMP

- TACACS+ and RADIUS authentication

QoS: Standard 802.1p, DSCP, Strict Priority (SP)

Software: Latest software version supported

Power supply: Input 220V-240V

Bio hanh thiét bi: 3 nam (theo tiéu chuén cia nha san xuét), bao hanh tai dia
diém lap dat

Thiét bi dinh tuyén Thiét bi 01

Form Factor: Rackmount

Performance and Capacity:

- Performance/Throughput: up to 10 Gbps

- Memory: 04 GB RAM

- Flash/SSD: 16 GB

Interface:

- 04 Port 1000 Mbps

- 02 Port SFP slots:

Transceiver GE SFP: 02x 1000 base SX SFP

C6 03 khe cim card mé rong

Routing Protocol:

Static, RIP v1/2, OSPF, BGP, MPLS, IS-IS

Internet Protocol: IPv4/IPV6

QOS:

Weighted random early detection (WRED)

QoS, Policy based routing (PBR) hoiic Advanced Policy-Based Routing
(APBR)

VPN:

- GRE;
- IPSEC VPN

Management: CL], SNMP

Power Supply:

- 02 ngudn AC

-Input: 220-240V

Bio hanh thiét bj: 3 nim (theo tiéu chudn ctia nha sin xuit), bao hanh tai dia
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diém lap dat
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Thiét bi Access Point Thiét bi 73

Dip tmg cho cdc chuin chung: 802.11b, 802.1 la/g, 802.11n, 802.11ac

Performance and Capacity: 2x2 MIMO

Data Rates Supported:

- Data rates up to: 867 Mbps

- 802.11n high-throughput (HT) support: HT 20/40

- 802.11ac very high throughput (VHT) support: VHT 20/40/80

Antenna:
- 2.4 GHz: Gain > 3.3 dBi
- 5 GHz: Gain> 5 dBi

Integrated Bluetooth Low Energy (BLE) radio

CAu hinh:

- 1 x1000 Mbps

- Radio: 2.4 GHz, 5 GHz

Tinh ning bio mit:

WPA2, WPA3, AES

Ngudn dién:

- H5 tro cAp ngudn qua PoE hoic hd trg cung cip bén ngoai

Bio hanh: 3 nim (theo tiéu chudn ciia nha san xuét) tai dia diém lép dit

Thiét bj Wireless LAN Controller Thiét bj 01

Form factor: Rackmount

Interfaces:

- 4 x 1 Gigabit Ethernet interfaces (RJ-45)

- 1 x console port

- USB port: > 1

Performance and Capacity:

- H5 tro quan 1y tbi thiéu 73 access points tai muc 1

- VLANSs: > 4096

- S luong clients hodc users hd tro tdi da: > 5000

Giao thirc Wireless: 802.11n, 802.11ac

Tinh ning bio mjt: Wi-Fi Protected Access (WPA), IEEE 802.11i (WPA2,
RSN), TKIP, AES, 802.1x
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Tinh niing hé tro:

- Quan ly toan by cac Access Point trong ha té‘mg Wireless (tai muc 5)

- Quan tri qua giao dién db hoa/WEB, CLI

- Du phong: Active/Standby/Cluster

License: Quan Iy toan bd 73 access points tai muc 5

Power supply: Input: 220V - 240V

Bio hanh: 3 nam (theo tiéu chuin cia nha san xudt) tai dia diém 1ip dat

2.  Yéuchuvé lip dit, trién khai:
2.1. Dia diém ldp dit, trién khai:

Tda nha tru s& Tong cuc Hai quan, sb 9 Duong Dinh Nghé, Yén Hoa, Céu
Gidy, Ha Noi.

2.2. Dichvuldp dit, trién khai:

Cong ty/nha thau chao gia dé thuc hién viéc trién khai, 1ap dat, cai dat
todn bd cac thiét bi ddu tu tai dia diém 1ap dat néu trén.

3.  Cécyéu chu khac:
- Thiét bi chao gia phai c6 ngudn gbc chinh hing.

- Thiét bi chao gia phai méi 100% va duge san xuit tir nim 2023 tré lai
day.

- Thiét bi chio gi4 phai dang trong thdi gian hing san xuét cho phép ban
ra thi truong va dang trong thoi gian dugc ho trg k§ thuit tir chinh hing.

- Thiét bj chao gi4 phai la céc thiét bi ma hing san xuét chua cé ké hoach
nglmg san xuit (End-of-life) va ngimg cung cép dich vu hd tro k¥ thut (End-of-
Service).

- Thlet bi chao gia pha1 c6 day du thong tin vé: Ky m3 hidu; Xuat Xu;
Thong sé k¥ thuat; Thoi gian bao hanh theo tiéu chudn ctia nha san xuét tai dia
diém lép dit.

- Thoi gian hiéu lyc ctia béo gia: Tdi thiéu 180 ngdy.




